NAMATKA A4 CTYAEHTOB O6 MHGOPMALIMOHHOM BE3ONACHOCTU
B CETU UHTEPHET

C KaXKabIM rogomM MOJIOZIEXKWN B MHTEPHETE CTaHOBUTbCA 60/blUE, a LUKONbHUKU O4HU U3 CaMblIX
aKTMBHbIX MONb30BaTe el PyHeTa. Mexay TemM, NOMMMO OrPOMHOI0O KOIMYECTBa BO3MOXKHOCTEN,
NHTEPHET HeceT K Npobaembl. ITa NamATKa A0/KHA NOMOYb Tebe 6e30nacHO HaxoAUTLCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrpPamm, OTIMUYNTE/IbHOM 0COBEHHOCTLIO
KOTOPOW ABAAETCA CMOCOOHOCTb K Pa3MHOXEHMUI0. B 4ONOIHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb AN
MONHOCTbIO YHUUTOXKUTb BCe Paisibl U AaHHble, MOAKOHTPO/IbHbIE N0/b30BaTE/NI, OT MMEHU KOTOPOTo
Oblna 3anyLweHa 3apa*KEHHan NPOrpamMmma, a TakKe NoBPeAnTb UK AaXKe YHUUTOXKUTb ONepaLMOHHYI0
cuctemMy co Bcemun dannamm B Leaom. B 60bLUIMHCTBE Cy4aeB PacnpoCTPaHAOTCA BUPYChI Yepes
NHTEpPHET.

MeToAab! 3aWUTbl OT BPEAOHOCHbIX NPOrpamMmm:

1. Wcnonb3syit coBpeMeHHble onepaLyOoHHbIE CUCTEMbI, UMEIOLLME CEePbE3HDBIN YPOBEHb 3aLUMUTbI OT
BPEAOHOCHbIX MPOrpamm;

2. TocTosHHO ycTaHaBAMBaK NayTh (LMdpPOoBbIE 3aMNaTKM, KOTOPble aBTOMATUYECKM
YCTaHaB/AMBAOTCA C Lie/Ibio A0PabTKM Nporpammbl) U Apyrme o6HOBNEHMA CBOE OnepaLMoHHOM
cuctemMbl. CKaumBai UX TONIbKO C opuLMabHOro caiTa paspabotumnka OC. Ecam cylectsyer
peXKMM aBTOMATUYECKOro 06HOBIEHMWSA, BK/IIOUYM €r0;

3. Pabortaili Ha cBoEM KOMMbIOTEPE MOA NpPaBaMu NoAb30BaTeNs, a He aAMUHUCTpaTopa. ITo He
No3B0AUT 6ONbLINHCTBY BPEAOHOCHbIX NPOrPaMm MHCTaNINPOBATLCA Ha TBOEM NepPCOHaIbHOM
KOMMbOTEpE;

4. WNcnonb3yih aHTUBMPYCHbIE MPOrpammMHble NPOAYKTbl U3BECTHbIX MPOM3BOAUTENEN, C
aBTOMaTUyYeckum obHoBeHUem 6a3;

5. OrpaHuub GMU3MYECKUI1 AOCTYN K KOMMNbIHOTEPY A1A NOCTOPOHHUX NKLL;

6. Wcnonb3yit BHelHWe HocuTenn nHdbopmMaLmm, Takme Kak dnellka, ANCK unum Gpaiin U3 MHTepHeTa,
TONbKO 13 NPOdPepPeHHbIX NCTOYHUKOB;

7. He oTKpbiBali KOMNblOTEPHbIE $aisibl, NOAYYEHHbIE U3 HEHaAEKHbIX UCTOYHMKOB. [laxe Te
¢dainbl, KOTopble NPUCAAN TBOM 3HAKOMbIN. JTyyLie yTOYHW y HEro, OTNPaBAAA i OH Tebe ux.

Cetn WI-FI

Wi-Fi - 370 He BMA nepefayun AaHHbIX, HE TEXHO/I0TMA, a BCcero nwb bpeHa, mapka. Ewe B 1991 roay
HUAepAaHACKaA KoMMNaHuA 3aperncTpmuposana bpeHa « WECA», utTo 0603Ha4ano cnosocoveTaHne
«Wireless Fidelity», KoTopblit nepeBogmMTCcA Kak «6ecnpoBoaHas TOYHOCTbY.

[o Hawero BpemeHu goluna apyras abbpesmaTypa, KOTOpas ABASETCA TaKOM e TexHoornemn. 1o
abbpesunaTtypa «Wi-Fi». Takoe Ha3BaHMe 6bI/1I0 aHO C HAMEKOM Ha CTaHAapT BbICLLMIA 3BYKOBOM TEXHUKU
Hi-Fi, 4To B nepeBoae 03Ha4yaeT «BbICOKAA TOYHOCTbY.

[Oa, 6ecnnaTHbI UHTEPHET-A0CTYN B Kade, 0TeNAX U a3ponopTax ABAAETCA OT/IMYHON BO3MOXKHOCTbIO
BbIXOAa B UHTEPHET. HO MHOrMe 3KCnepTbl cYMTaloT, 4To 0bLeaocTynHble WiFi ceTu He aBaaoTCA
6e3onacHbIMU.

Cosertbl No 6e3onacHocTu pabote B obweaocTynHbix cetax Wi-fi

1. He nepepaaBali cBOO NMYHYIO MHbOPMALMIO Yepes obleaoctynHble Wi-Fi ceTn. PaboTas B HuX,
KenaTesNbHO He BBOAMTb Mapo/iv A0CTyNa, IOTUHbI U KaKnue-To HOMepa;

2. Wcnonbsyi n 06HOBNAK aHTUBMPYCHbIE MPOrpammsbl U 6paHamayep. Tem cambim Tl
obesonacuub ceba OT 3aKauykm BUpPYCa Ha TBOE YCTPOMCTBO;



3. Mpwu ucnonbszosaHmm Wi-Fi oTkatoum dyHKUMIo «O6LWKIA gocTyn K painam u npuHTEpamy».
[aHHasa GyHKUMA 3aKpbITa NO YMONYaHWUIO, OAHAKO HEKOTOpPbIE N0Ab30BaTENIN aKTUBUPYIOT €€
Ansa ynobctea UCNosib3oBaHMs B paboTe nan yyebe;

4. He ncnonb3yn nyb6amuHbliii WI-Fl ana nepegaym AMYHbIX AaHHbIX, HANpUMep A1 BbIXo4a B
COLMANBHBIE CETU WU B SJIEKTPOHHYIO MOYTY;

5. Mnonb3yi TONbKO 3alumiLeHHOe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca BBOAU MMeHHO «https://»;

6. B mobunbHom TenedoHe oTKAouM dyHKUMo «lMNogKkntoueHne K Wi-Fi aBTomaTnyeckn». He
A0MYyCKa aBTOMaTUYeCKOro NoAKAYEHNA ycTpolicTBa K ceTam Wi-Fi 6e3 TBoero cornacums.

CoumnanbHble ceTn

CoupanbHble CETU aKTUBHO BXOAAT B HALLY KU3Hb, MHOTME Nt0AM PAabOTalOT U XKUBYT TamM NOCTOSHHO, a B
Facebook yrke 3apernctpmpoBaH MuUaamMapa, Ye0BeK, YTO ABNAETCA OAHOM CeibMOM BCEX KUTENek
nnaHeTbl. MHOrMe Nob30BaTE/IM HE MOHUMALOT, YTO MHGOPMaALUSA, pa3MeLLLEHHAA UMK B COLMANbHbIX
CeTAX, MOXKET ObITb HaAEeHa N UCMOb30BaHA KEM YroAHO, B TOM YuMc/ie He 0653aTesibHO ¢ 6aarumm
HamMepeHUsMU.

OcCHOBHble coBeTbl N0 6e30NacHOCTU B COUuMaNbHbIX CeTAX:

1. OrpaHuyb CNMCOK gpy3ei. Y Tebs B Apy3bAxX He AOMKHO BbiTb C/TlyYaliHbIX M HE3HAKOMBbIX 0AEN;

2. 3awuuian cBO YaCTHYIO }KM3Hb. He yKka3biBal naposnu, TenedoHbl, agpeca, A4aTy TBOEro
POXKAEHUA U APYTYIO TNYHYIO MHPOPMALMIO. 3N10YMBbILLNEHHUKN MOTYT UCMO/1b30BaTb AarKe
MHPOPMALMIO O TOM, KaK Tbl U TBOW POAUTENIN MJIAHUPYETE NPOBECTU KaHUKY/bI;

3. 3awmuian cBoo penyTaLMIo - 4EePKMN ee B YUCTOTe M 3aaaBak cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrve Nosib3oBaTeNn BUAENM, YTO Thl 3arpy»Kaelb? Mogymai, npexkae 4em 4To-To
ony6/MKOBaTb, HAaNUcaTb M 3arpy3nTb;

4. Ecnv Tbl rOBOPULLb C 1104bMM, KOTOPBIX HE 3HAELLb, HE UCMOJIb3YiA CBOE peanbHoe UMA U APYryio
JINYHYIO MHPOPMALMU: UMA, MECTO KUTEbCTBA, MECTO y4yebbl 1 NpoYes;

5. Wsberali pasmeLieHuns ¢oTorpaduin B UHTepHeTe, rae Tol M306paxKkeH Ha MECTHOCTH, MO KOTOPOM
MOXHO ONpeaeUTb TBOE MECTOMNO/OKEHUE;

6. [pw perMcTpauumn B coumanbHol ceTn Heob6xo4MMO UCMOIb30BaTb CNOXKHbIE MAaPO/N, COCTOALLMNE
13 BYKB 1 LMOP M C KOIMYECTBOM 3HAKOB HE MeHee §;

7. [na coumanbHoW ceTh, MoYTbl U APYrMX CaiToB HEOBXOAMMO MCNO/b30BaTh Pa3Hble Naposv.
Torpa ecnv TebsA B3/10MalOT, TO 3/10YMbILLIEHHUKM NOAYYaT AOCTYN TONbKO K 04HOMY MECTY, a He
BO BCe Cpasy.

INEeKTPOHHbIE AEeHbIn

BIIEKTPOHHbIG AEHbIM — 3TO O4YeHb YLI,O6HbIl‘/JI cnocob nnaTemeﬁ, OA4HAaKO CyWw,eCTByHOT MOLWWEHHUKMN,
KOTOpbie XOTAT NONYYNTb 3TN AEHbIN.

3I'IEKT|OOHHbIe AeHbrnm NOABUNINCb COBCEM HEAABHO N MMEHHO M3-3a 3TOIN0 BO MHOTUX rocyaapcreax 40
CMX NOpP HeE NPONNCAHO NPO HUX B 3aKOHaX.

B Poccuu e oHM dDYHKLI,I/IOHVIpWOT N O HUX YXKe NMPONnCaHO B 3aKOHE, rae nx pasaenAatoT Ha HECKO/IbKO
BWAO0B - aHOHUMHbIE N HEe aHOHMMHbIe. PasHMUa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOpPbIX
pa3peaeTca nposoanTb onepatmn 6es I/I,Cl,eHTVId)I/IKaLI,MM nonb3oBaTtenAa, a B HEaHOHUMHbIX
MAEHTMCI)MKE]LI,VIM nosb3oBaTens ABnseTca obAsaTeNbHOMN.

TaKKe cnegyeT pas3/ivyaTth 3/1IEKTPOHHbIE PpUaTHbIe AeHbrM (pPaBHbI FOCYAAaPCTBEHHbIM BatloTaM) U
3/1eKTPOHHbIe HedMaTHble AeHbrM (He paBHbI FOCYAapPCTBEHHbIM BaloTam).

OcHoBHble coBeTbl N0 6e30nacHoit paboTe C 3/1eKTPOHHbIMU AeHbramm:
1. MpuBSAXKK K c4eTy MOBUbHBIN TenedoH. ITO camblit ya06HbIM M BbICTPbIA CNOCO6 BOCCTAHOBUTL

[OCTYN K cyeTy. MpuBaAsaHHbIN TenedoH NOMOXKeT, ec/im 3abyaellb CBOIM NAaTeXHbI Naponb UK
3aMgellb Ha CanT C HE3HAKOMOTO YCTPOMCTBA;



2. Wcnonb3syit ogHopasoBble Napou. Mocne nepexona Ha yCUIEHHYIO aBTopM3aumio Tebe yKe He
OyAeT yrporKaTb ONAaCHOCTb KPakun UM NepexeaTa NaaTeXKHoro napons;

3. Bbibepu cnoxHbI naponb. MpectynHukam byaeT He NPOCTO yragaTth C/IOXKHbIN Naposib.
HagerKHble Maposn — 3TO Napoau, KOTOPbIE COAEPKAT HE MeHee 8 3HAaKOB M BK/OYAIOT B cebs
CTPOYHbIe M NPOMUCHble BYKBbI, LMdPbI U HECKO/IbKO CUMBOOB, TaKME KaK 3HaK Aonnapa,
¢dyHTa, BOCKAMLATENIbHbIM 3HAK U T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOM INYHbIE A@HHbIE HA CallTax, KOTOPbIM He JOBepseLlb.

dNeKTPOHHAaA No4Tta

DNeKTPOHHAA NoYTa — 3TO TEXHO/I0TUA U NPEAOCTaBAAEMbIE €10 YCAYTU MO NepecbiIKe U NONYYEHUIO
3/1eKTPOHHbIX COOBLIEHNI, KOTOPbIE pacnpeensitoTCs B KOMNbIOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbIN
NOYTOBbLIN ALLMK BbIFIAANUT CAeayoLMM 06pa3om: UMA_Nosb3oBaTens@uma_aomeHa. Takxke Kpome
nepeaaym NpocToro TEKCTa, UMeeTcA BO3MOXKHOCTb NepeaaBaTb Gpaiisibl.

OcHoBHble coBeTbl N0 6e3o0nacHoit paboTte C 3/1eKTPOHHOI NOYTOM:

1. Hago BbibpaTb NpaBW/IbHbIN NOYTOBLIN CEPBUC. B MHTEpPHETE eCcTb OrPOMHbIN BbI6OP HecnnaTHbIX
NOYTOBbIX CEPBMUCOB, OAHAKO /lyyllie AOBEPATb TEM, KOrO 3HAELb W KTO NEPBbIN B PEUTUHTE;

2. He yKa3biBali B IMYHOWN NOYTE INYHYIO MHPOopmMauuto. Hanpumep, nydiie BbibpaTb
«MYy3blKanbHbIN_paHaT@» unm «pok2013» Bmecto «Temal3dy;

3. Wcnonb3yi aByX3TanHyo aBTOPM3aLMio. ITO KOr4a NOMMMO MapoJia HYXKHO BBOAMUTb Kog,
npucblaaemolii no SMS;

4. Bblbepu cnoxHbIM Naposb. s KaxKaoro noYtoBoro slyKa AoKeH ObiTb CBOM HaAeXHbIN,
YCTOMYMBbIM K B3/IOMY Napo/ib;

5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMoMy CBOM JIMYHbBIN BOMPOC, UCMO/b3YN 3TY BO3MOXKHOCTb;

6. Wcnonb3yli HECKONBKO NOYTOBLIX AWMKOB. MepBblii ANA YaCTHOW Nepenucku ¢ agpecaTamu,
KOTOPbIM Tbl floBEpAELLb. ITO 3/1EKTPOHHbIM aapec He HaAo UCNOIb30BaThb NPU PErucTpaumnn Ha
dopymax u caiiTax;

7. He oTKpbiBait daiisibl U Apyrue BAOKEHUA B MUCbMaX Aa*Ke eCc/iv OHU NPULLAN OT TBOUX APY3eN.
Jlydlle yTOUYHM y HUX, OTNPABAAAN NN OHU Tebe 3Tu dainbl;

8. Tocne oKoH4YaHWs paboTbl Ha MOYTOBOM CEPBUCE Nepes 3aKpbiTUEeM BKNAAKN C CAUTOM He
3abyab HaxaTb Ha «BbIATUY.

KnbepbynnuHr unu sBuptyanbHoe usaesaresibCTBo

KnbepbynnuHr — npecnegoBaHme coobLLEHMAMMN, COAEPKALLMMM OCKOPOAEHUSA, arpeccuto,
3anyrvBaHue; Xy/IMraHCTBO; colmanbHoe 6OMKOTUPOBaHME C MOMOLLBIO Pa3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 60pb6e c KNbepbynnuHrom:

1. He 6pocaiica B 6oit. Jlyuwmin cnocob: NocoBeTOBaTLCA KaK ceba BECTU U, €CIN HET TOT0, K KoMy
MOHO 06PaTUTLCSA, TO BHaYas1e yCNOKOUTLCA. ECM Tbl HAYHELW b OTBEYaTb OCKOP6IeHUAMM Ha
0OCKopbNEeHMSA, TO TONBKO eLe 6o/blie PasoXKKewb KOHPUKT;

2. Ynpasnaii cBoei Kubeppenytayuen;

3. AHOHMMHOCTb B CETU MHMMasA. CyL,eCcTBYIOT CNOCOObI BbISCHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He CTOUT BECTU XY/IMTAaHCKMNIA 06pa3 BUPTYaNbHOM XKU3HU. MHTEPHET GUKCUPYET BCE TBOU
LENCTBUA U COXPaHAET UX. YAanuTb nx 6yaeT KpaHe 3aTpyaHUTENbHO;

5. Cobntogali cBOW BUPTYanbHYO YECTb CMOJIOAY;

6. WrHopwpyli eAMHUYHbIN HeraTne. OLHOPa30Bble OCKOPOUTE/IbHbIE COODLLEHMA NyyLlle
urHopuposaTb. O6bIYHO arpeccus NpeKpaLLaeTcs Ha HayaibHOM cTaguu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLLEHNAMM, B COLMANbHBIX CETAX €CTb
BO3MOXHOCTb 6/IOKMPOBKM OTMNPaBKM COOBLLLEHNI C ONpeaeieHHbIX aApecos;

8. Ecau Tbl cBMAeTeNb KMbepbynnuHra. TBom A4eNCTBUA: BbICTYNUTL NPOTUB NpecieaoBaTens,
noKasaTb eMy, YTO ero AenCTBUA OLEHNBAIOTCA HEraTMBHO, NOAAEPHKATb KepPTBY, KOTOPOM



HY>XHa NCMUXon0rm4eckaa nomollp, COO6LLI,VITb B3pPOC/iIbiIm O d)aKTe arpeccnMBHOro noseaeHuA B
ceTn.

Mo6unbHbi TenedoH

CoBpemeHHble cMapTPOHbI U NNAHLLETbI COAEPHKAT B cebe BNoJHE B3POC/bIM GYHKUMOHAN, U TeNepb OHU
MOTYT KOHKYPMPOBaTb CO CTaLLMOHAPHbIMU KoMnbtoTepamn. OLHAKO, CPeaCTB 3aLLMTbl 418 NoA06HbIX
YCTPOMCTB MOKA 04eHb Maso. TeCTMPOBaHWE U MOWUCK YI3BUMOCTEN B HUX NMPOUCXOAUT He TaK
WHTEHCUBHO, Kak ans MK, To e camoe KacaeTca U MOBUIbHbIX MPUNONKEHWNNA,

CoBpemeHHble MObuNbHbIe Bpay3epbl y:Ke NPaKTUYECKU AOTHAAN HACTO/IbHblEe aHaNorM, 04HAKo
pacwmpeHune pyHKLUMOHANA B/ieYeT 33 CO60M 60/bLUIYIO CIOXKHOCTb M MEHbLLYHO 3aLUULLEHHOCTD.

[Janeko He BCe NPOM3BOANTENM BbIMYCKaOT 0OHOBAEHWA, 3aKPbIBAIOLLME KPUTUYECKUE YA3BUMOCTHM AAA
CBOWX YCTPOICTB.

OcHOBHbIe coBeTbl AN 6e30MacHOCTM MOBUILHOTO TenedoHa:

1. Hwuyero He siBAsieTcA No-HacToAWweMy becniaTHbIM. byab OCTOpOKeH, BeAb Koraa Tebe
npeagnaratoT 6ecnNaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKMe-TO NAaTHble YCAYry;

2. [Oymai, npexae yem otnpasuTb SMS, ¢oTo MK BUAEO. Tbl TOUHO 3HaAELb, IAe OHW ByayT B

KOHeyHoM utore?

Heob6xoaMmo 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMapTdOHa;

Mcnonb3ayit aHTMBMPYCHblE NPOrpaMmmbl g1 MOBUAbHbLIX TenedoHOB;

5. He 3arpysKaii NpMNoKeHUa OT HEM3BECTHOTO UCTOYHWMKA, BEAb OHU MOTYT COAEPKaTb
BPeAOHOCHOEe NporpammHoe obecneyeHue;

6. [locne TOro Kak Tbl BblIMAELWb C CaiTa, rae BBOAUA INUYHYIO MHPOPMALMIO, 33141 B HACTPOMKK
6paysepa un yaanu cookies;

7. TMepuoamyecKkm NpoBepsAit Kakue naaTHble YCAYrM aKTUBUPOBaHbI HA TBOEM HOMEPE;

8. [laBail cBOIM HOMEpP MOBUNBLHOrO TenedoHa TONbKO N0AAM, KOTOPbIX Tbl 3HAELb U KOMY
floBepseLlb;

9. Bluetooth goneH 6biTb BbIKAOYEH, KOTAA Tbl UM He Noab3yelwbes. He 3abbiBalt MHOrAa
NpoBepPATb 3TO.

Pw

Online urpbi

CoBpemeHHble OHNAUH-UTPbI - 3TO KPacouyHble, 3aXBaTbIBalOLLME Pa3BieyYeHms, 0bbeanHAOWME COTHU
TbICAY YeNOBEK NO Bcemy MUpY. rpoKK nccneaytoT gaHHbIi MM MUp, 06LWatoTCa APYr C 4PYrom,
BbIMOIHAIOT 334aHNA, CPAXKAKOTCA C MOHCTPAMM M MOJYYatlOT ONbIT. 33 YA0BOALCTBME OHM NAATAT:
MOKYMatoT AMCK, ONJaYnBaoT aboHEMEHT WM NPMUOBPETAOT KaKMe-To ONLUUN.

Bce 3Tv cpeacTBa MAayT Ha nogaeprKaHue 1 pasBUTME UrPbl, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3ALLMM, BbIMYCKAIOTCA HOBblE NaTuuM (UMdpPOoBbIE 3anaaTKu ans
nporpamm), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IOA06HbIX nUrpax CTonUT onacaTbCA HE CTOJ/IbKO CBOUX CONEPHUKOB, CKOJIbKO KpaXXn TBOEro napo/if, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aLMn 60NbLUNHCTBA urp.

OcHoOBHble coBeTbl N0 6€30NacHOCTU TBOETO UrpoBOro aKKayHTa:

1. Ecnu gpyroi Urpok Beget cebs naoxo nam co3gaet tebe HeNPUATHOCTH, 3a610KUPYIA ero B
CMUCKe UTPOKOB;

2. Moxkanyiics afMMHUCTPATOPAM MUIpbl HA NJIOX0E NOBEeAEHNE STOFO UIPOKa, KeNaTeslbHO

NPUNOKMUTb KaKMe-TO [0Ka3aTesIbCTBa B BUAE CKPUHOB;

He yKasbiBai AnMYHyt0 MHbopmaumio B npodaiine urpbl;

YBarka 4pyrvux y4acTHUKOB MO UTPE;

He yctaHaBanBai HeopuumanbHble NaTIN U MOAbI;

Mcnonb3yii cNoXKHble 1 pasHble Naponu;

o kW



7. [axe BO Bpema Urpbl He CTOMT OTK/I0UYaTb aHTMBUPYC. [1oKa Tbl Urpaellb, TBOW KOMMNbIOTEP MOTYT
3apasuTb.

PUWKHT nnn KpaXKa INYHbIX AdHHbIX

O6blyHOM Kpameﬁ AeHer n JOKYMEHTOB CerogHA y»Xe HUKOro He yamsulb, HO C pa3BUTUEM UHTEPHET-
TEXHONOoMNiM 3/10yMbIWNEHHUKN NepeMeCTU/IUCb B UHTEPHET, N NPOA0/1KAKOT 3aHNUMATbCA «NHOBMMbIM»
OEeNTOM.

Tak nosBMAACcb HOBasA Yrpo3a: MHTEPHET-MOLLEHHUYECTBA MM GULLIMHT, TNaBHAA LLeb KOTOPOTo COCTOUT
B NOJIy4eHUU KOHOUAEHLMANbHBIX AaHHbIX NO/b30BaTeIell — SIOTMHOB U Naposeit. Ha aHraniickom
A3blKe phishing untaetca Kak ¢uwmHr (ot fishing — pbibHaa nosns, password — nNapob).

OCHOBHble coBeTbl No 6opbbe ¢ GpULMHroMm:

1. Cneaw 3a cBOMM aKkKkayHTOM. Ecam Tbl nof03peBaellb, YTO TBOA aHKeTa 6blna B310MaHa, TO
HeobxoAnMO 3ab6/10KMPOBATL €€ U COOBLNTL aAMMHUCTPATOPAM pecypca 06 3TOM KaK MOXKHO
CKOpee;

2. Wcnonb3yi 6e3onacHble Be6-CaiTbl, B TOM YNCNE, UHTEPHET-MArasMHOB M NMOUCKOBbLIX CUCTEM;

3. Wcnonb3ayit cnoxHole 1 pasHble Naposan. Takum obpasom, ecnm Teba B3NOMaIOT, TO
3/10YMbILUEHHMKM NOAYYAT AOCTYN TO/bKO K OAHOMY TBOEMY NPOdUAI0 B CETH, @ HE KO BCEM;

4. Ecnv 1ebs B3NOManu, To HeE06XoAMMO NpeaynpPeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B Apy3bsAx, 0 TOM, YTO TebA B3NOMann U, BOSMOXKHO, OT TBOEro MMeHun byaeT
PaccbiNATbCA CNAM U CCbINKM Ha GULLMHTOBbIE CalTbl;

5. YcraHoBM HagexHbI naposb (PIN) Ha MOBUAbHLIN TenedoH;

OTKAOUYM coxpaHeHue napons B bpaysepe;

7. He oTKkpbiBai paiinibl n Apyrue BAOKEHMA B MUCbMaX LAXKe eC/IM OHU NPULLIM OT TBOMX ApY3el.
Jlydwe yTOYHU Y HUX, OTNPABAAAN NN OHW Tebe 3Tn daibl.

o

LUudposana penyraums

UudpoBasn penyTaumsa - 3T0 HEraTMBHas MAM NO3UTUBHAA MHPOPMALLMA B CETU O Tebe.
KomnpomeTnpytow,as nHGopmaLma pasMeLLeHHAA B UHTEPHETE MOXKET CEPbE3HbIM 06Pa30M OTPa3nUTbCA
Ha TBOEW peanbHOM XM3HU. «LindpoBana penyTauma» - 3To TBON UMUAXK, KOTOPbIN popmmupyeTca ns
nHdopmauum o Tebe B MHTEPHETE.

TBOE MecCTO *XUTeNbCTBa, yqe6b|, TBOE d)MHaHCOBOe nonoxeHue, ocobeHHOCTH XapaKTepa 1 pacCka3bl O
61M3KMX - BCE 3TO HAKaMN/IMBaEeTCA B CETU.

MHorve NoApPOCTKN NErKOMbICNIEHHO OTHOCATCA K Ny6AMKaLMM ANYHOM MHPOPMaLMK B MHTepHeTe, He
NOHMMas BO3MOKHbIX MOCAeACTBUIA. Thl AaXKe He CMOXKEeLb A0rafaTthcA 0 TOM, YTo dpoTorpadus,
pa3melleHHas 5 et Hasag, CTasa NPUYMHOMN 0TKasa NPUHATL TebsA Ha paboTy.

KommeHTapuu, pasmelleHme TBomx potorpaduii u gpyrue AeUCTBMA MOTYT HE UCYE3HYTb AarKe nocae
TOrO, KaK Tbl X yAanuLWb. Tbl He 3HaeLWb, KTO COXPaHWA 3Ty MHbOPMAaLMIO, MOMNana M OHa B MOUCKOBbIE
CUCTEMbI U COXPaHMAACh I OHA, a FNaBHOE: YTO NOAYMAIOT 0 Tebe OKpy:KaloLee Nto4M, KOTOPble HakayT
W yBUAAT 3T0. HaliTM nHGOpMaLMIO MHOTO NIET CNYCTA CMOMKET /11060 - Kak M3 A06pbiX NOBYKAEHUN, TaK
N C HAMEPEeHUEM NPUYNHUTL Bpes,. ITO MOXKET bbITb KTO YroAHO.

OCHOBHble CoBeTbl No 3awmTe uUdpPoBoI penyTaumu:

1. TMogymali, npexage Yem 4yTo-TO Ny6AMKOBATL M NepenasaTb y ceba B 610re nan B COLMaNbHOM
cety;

2. B HacTpolikax npoduan ycTaHOBM OrpaHUYeHUst Ha NPOCMOTP TBOEro npoduasa u ero
COAEPHKUMOTO, CAENAN ero TONIbKO «ANS OPY3en»;

3. He pa3smeluai u He yKasblBail MHPOPMaLULIO, KOTOPAA MOKET KOro-nmbo ockopbnatb nau
obmKaTb.



ABTOpCKOe npaso

CoBpeMeHHble LKOAbHUKKN- aKTMBHbIE M0/b30BaTeNn UndpPoBoro npoctpaHcTea. OAHaKO AaNeKo He Bce
3HAIOT, YTO NO/Ib30BaHME MHOMMMW BO3MOMXKHOCTAMM LMbpOoBOro mupa TpebyeT cobatogeHna npas Ha
WHTENNEKTYaIbHYO COBCTBEHHOCTD.

TepMUH «MHTEeNNEKTYalbHAA COBCTBEHHOCTb» OTHOCUTCA K Pa3IMYHbIM TBOPEHUAM YEN0BEYECKOIO YMa,
HA4YMHAA C HOBbIX M306peTeHUI U 3HAKOB, 0603HAYatOLWMX COBCTBEHHOCTL HA NPOAYKTbI U YCAYIK , U
3aKaH4MBasA KHUramu, potorpaduamm, KWUHOGUNbMAMM N MY3bIKATbHBIMW NPON3BEAEHUAMMU.

ABTOpCKMe NpaBa - 3TO NpaBa Ha UHTE/NEKTYa iIbHY0 COBCTBEHHOCTb Ha NPOU3BEAEHMA HAYKK,
ntepaTypbl U UCKyccTBA. ABTOPCKME NpaBa BbICTYNAlOT B KAYECTBE rapaHTUM TOro, YTO

WHTE/IIeKTYa IbHbIN/TBOPUYECKUIA TPy A aBTopa He ByaeT HanpacHbIM, AacT eMy Crpaseanmsble
BO3MOHOCTW 3apaboTaTb Ha pe3y/ibTaTax CBOero TpyAa, Noay4ynTb U3BECTHOCTb U NPU3HaHMe. HUKTO
6e3 paspelleHns aBTopa HE MOXKET BOCMPOUN3BOAUTb €0 NPOM3BEAEHNE, PACAPOCTPAHATL, NYBANYHO
AEeMOHCTPUpPOBATb, NPoAaBaTb, UMNOPTUPOBATb, MYCKaTb B NPOKaT, Ny6ANYHO UCNONHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe UaM pasmeLllatb B MHTepHeTe.

Mcnonb3oBaHUe «NMMPaTCKOro» NporpaMmmHoOro obecnevyeHms MOXKeT NPUBECTU K MHOTUM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOETO YCTPOICTBA, MAe YCTaHOB/IEHHbIN He
NeranbHan nporpamma. He cTouT Tak:Ke 3abbiBaTb, YTO CyLLECTBYET NIeranbHble U becnnaTHble
MporpamMmbl, KOTOPbIE MOMKHO HalTU B CETU.



